Abstract. Motivated by XTR cryptosystem which is based on an irreducible polynomial x 3 − cx 2 + c p x − 1 over F p 2 , we study polynomials of the form F (c, x) = x 3 − cx 2 + c q x − 1 over F q 2 with q = p m . In this paper, we establish a one to one correspondence between the set of such polynomials and a certain set of cubic polynomials over Fq. Our approach is rather theoretical and provides an efficient method to generate irreducible polynomials over F q 2 .
Introduction
Throughout this paper, we denote the finite field with p n elements by F p n , where p is an odd prime. Recently, in [1] , A. K. Lenstra in implementing various cryptosystems such as Diffie-Hellman key agreement protocol and ElGamal system. The efficiency of computation of {c k } from given c makes the cryptosystem work and the difficulty of finding k from c k makes it safe. Note that {c k } is in F p 2 , while h = {h k } is in F p 6 . Thus XTR system has the obvious advantages in both computation and communication (XTR reduces the cost to 1 3 ) with maintaining the same security level as one works with {h k } ( [1] ). Motivated by their work, in this paper, we study cubic polynomials of the form F (c, x) = x 3 − cx 2 + c q x − 1, where c ∈ F q 2 and F q = F p m is an arbitrary finite field with q elements of characteristic p. Our primary concern is to study the irreducibility of such polynomials. In [1] , [2] , and [3] , several algorithms of irreducibility test of F (c, x) are given when q = p is a prime. The best algorithm for irreducibility test known so far requires about 1.8 log 2 p multiplications in F p . Our approach is somewhat different. Fix a quadratic nonresidue t in F q . In Section 2.1, we will show that there is a one to one correspondence between the set of irreducible polynomials of the form x 3 − cx 2 + c q x − 1 in F q 2 [x] and the set of irreducible polynomials of the form x 3 − tax 2 + bx + a in F q [x] . The correspondence is so explicit that one can determine c ∈ F q 2 from given a and b in F q , and vice versa. Therefore in order to generate an irreducible polynomial 
with that consisting of polynomials of the form
regardless of their irreducibilities. We will show that the factorization types of the corresponding polynomials agree under the correspondence. The exact meaning of factorization types will be explained in Section 2. In Section 2.3, we will describe another one to one correspondence. Namely, we will prove that there is a one to one correspondence between the set of irreducible polynomials of the form
and the set of irreducible polynomials of the form
. This correspondence together with the previous one provides an even easier way to generate irreducible polynomials F (c, x).
In Section 3, we discuss several examples. The first example given in Section 3.1 deals with irreducible polynomials over F p . Section 3.2 explains how to decide whether a given element t in F * q is a square. This plays a crucial role in finding irreducible polynomials F (c, x) in extension fields since the correspondences mentioned above are described via a quadratic nonresidue t. In Section 3.3, we give examples of irreducible polynomials F (c, x) in extension fields. Finding irreducible polynomials over extension fields is computationally somewhat complicated. We will use multiplication tables of normal bases to take care of the difficulty. For the concept of multiplication tables, refer to [4] .
Cubic polynomial
In this section we will show the two one to one correspondences mentioned in the introduction. Let p be an odd prime and fix a quadratic nonresidue t in F q , where q = p m . Note that a quadratic nonresidue always exists for p = 2. Let α be an element in F q 2 satisfying α 2 = t. Then F q 2 = F q (α) and F q 6 = F q 3 (α),
, h 2 and h 3 be the roots of F (c, x). As in [1] , one can check F (c, h
Thus the roots of F satisfy one of the following three:
(1) Cases (ii) and (iii) should be understood as to hold after a suitable rearrangement of h 1 , h 2 and h 3 if necessary.
(2) We classify F (c, x) into types (F-I), (F-II), and (F-III) if the roots of F (c, x) satisfy (i), (ii), and (iii), respectively.
Hence if F is irreducible, then it is of type (F-III).
First one to one correspondence
In this subsection, we prove the first one to one correspondence. Suppose that
So the norm of a root h of F (c, x) from F q 6 to F q 3 equals 1. Hence, by Hilbert theorem 90, h = g
. Now we compare the coefficients of the equation
by comparing the constant terms, we have
from which we get
And also by reading the coefficients of x 2 , we obtain
Hence
Note that this polynomial is irreducible over
is given. Note that bt = −1, for otherwise, ta would be a root of G(x). Let β 1 , β 2 and β 3 be the roots of G(x). By comparing the coefficients of
we have
The last equality holds since we may assume β
Then F (x) is irreducible over F q 2 since the roots of F are conjugate to each other over F q 2 . Put
Then above computation shows that the coefficient of x equals c q . Therefore,
Hence for a given irreducible polynomial
. Therefore, we have the following theorem. For a given
1+bt α. Proof. It remains to check that the correspondence is one to one. Suppose that F (x) = x 3 − cx 2 + c q x − 1 is given with c = m + nα. Then we get 
we get F (c, x) back. Conversely, if we start with G and find the corresponding F , then the polynomial in F q [x] obtained from F is G again. Therefore, the correspondence is one to one.
Types of F and G
factors into a product of a linear polynomial and a quadratic polynomial in
with m = −1, where c = m + nα. Regardless of the irreducibility, we associate F (c, x) to G(x) as in Theorem 1. The same argument of the proof of Theorem 1 shows that this is a one to one correspondence. In this subsection, we will show that under this correspondence, the types of F and G agree. 
By clearing the denominators, we have
This yields t(m + 1)d
The converse can be justified by reversing the order of above computations. This proves the corollary.
Second one to one correspondence
In this subsection, we will prove the second correspondence. Namely, we will show that there is a one-to-one correspondence between the set of irreducible polynomials in F q 2 
v . This correspondence between G(x) and G(x) gives a one to one correspondence between F (x) and G(x). To be precise, let For a given
Examples of irreducible polynomials F (c, x)
In this section we study examples of irreducible polynomials F (c, x) in F q 2 [x] by using the methods developed in Section 2.
Examples when q = p
In this subsection, we will find irreducible polynomials F (c, x) in F p 2 [x] when p ≡ ±1 mod 7. This example can be generalized to other modulii. Examples of irreducible polynomials F (c, x) over extension fields will be given later.
Let ζ = ζ 7 be a primitive 7th root of 1. If p ≡ 3 or 5 mod 7, then
Suppose that p ≡ ±3 mod 8. Then 2 is a quadratic nonresidue mod p.
and v = −1. Thus by using Theorem 3, we obtain an irreducible polynomial F (c, x) = x 3 − cx 2 + c p x − 1 with c = −5 + 8α, where α 2 = t = 2. We can play around with H(x) a little more. Suppose that p ≡ 3 mod 4, and consider
Since p ≡ 3 mod 4, −1 is a quadratic nonresidue mod p. Thus H(x + 2) is an irreducible polynomial of the form G(x) = x 3 − atx 2 + bx + a with a = 7, b = 14 and t = −1. Hence, by Theorem 1, the polynomial F (c,
This polynomial cannot be of the form G(x) = x 3 −atx 2 +bx+a for any p since 4 is a square. But if −3 is a quadratic nonresidue mod p, then
13 α, where α 2 = −3. In this way, we can find plenty of irreducible polynomials
Squares in F q
To determine irreducible polynomials 
Since the norm map is surjective, there is an
Examples over extension fields
Let q = p m as before. In this subsection, we will find irreducible polynomials F (c, x) over extension fields F q 2 under the following restrictions on m and p: (i) 6m + 1 = r is a prime, (ii) p is a primitive root mod r, i.e., the multiplicative order of p in (Z/rZ) * is r − 1 = 6m. Note that there are infinitely many such m's and p's: Choose a prime r and a primitive root g mod r such that r ≡ 1 mod 6. Then a prime p satisfying p ≡ g mod r together with m = r−1 6 satisfies above conditions.
A brief outline to find irreducible polynomials is as follows. Let ζ = ζ r be a primitive rth root of 1. So we have F (c, x) . Now we study examples. During the computations, N will always mean the norm map from F q to F p .
3.3.1. m = 2, p ≡ 2 mod 13. Let ζ = ζ 13 be a primitive 13th root of 1. Note that 2 is a primitive root mod 13. Thus if p ≡ 2 mod 13, then Since Irr (ω + 1,
This table should be interpreted as
2 (−3). Note that this is not a square in F p if we assume that p ≡ 2 mod 3. Hence t = −2(ω + 1) is a quadratic nonresidue in 
